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Which verification method do | setup?

Register as many verification methods as possible. Every time Okta
prompts you to verify your system log in you will be able to choose any
registered verification method.

You can register for a method even if you are not able to use it every time
you log in.

@*Security protection level

If you have a smart phone begin the enrollment process here:

Q

Qualifications: {b

* Associate has access to a smart phone or mobile device

*This mobile app can be installed from your device's app store ("App store"
on iPhone and iPad and "Google Play Store" on Android). It allows you to
approve a request to log in via device notification from Okta or by typing a
numeric code when prompted.

@ Okta Verify App. Recommended for smartphone users

If you have a phone begin the enrollment process here:

@ Okta SMS Authentication. For any type of mobile @

Qualifications: @

 Associate is able to receive an SMS message
*This option allows Associates to receive an SMS message containing a
numeric code to verify a log in.

@ Voice Call Authentication. For any type of phone @
Qualifications: {b

* Associate has access to a telephone
*This option initiates a phone call to the Associate-given phone number
providing the Associate with a numeric PIN code to verify.

If you do not have access to a phone, begin the enrollment process here:

@ Security Question. For non-smartphone users only

{b@

Qualifications:

* Associate lacks a smartphone or other mobile device while at place of
work

*Please note that this is the weakest security verification and should only be
used if no other method is available to you.
)

@ Security Key or built-in biometric authenticator {b
Qualifications:

 Associate has a biometric device such as TouchID on Mac books, or a USB
token such as a Yubikey

*This option offers highest security and allows biometrics and USB tokens to

prove identity during login. Windows Hello and USB Security Keys are NOT

currently available. This feature will launch globally at a later date.



https://team.effem.com/:b:/s/informationsecurity/EThMCCGM_IRAupOMRy1N38cB2IG8oGZQVBmKIQQGn7EfXg?e=R1dDDA
https://team.effem.com/:b:/s/informationsecurity/EWfKeYNp6SBEniOyypXyGTMBRRGc-IltzZOU3pDVRLobeg?e=TSZ2mN
https://team.effem.com/:b:/s/informationsecurity/EWAOkUve31lMofsfTkJpercBxWNDFEWGKyEzd8uwp8csAg?e=6D9qGf
https://team.effem.com/:b:/s/informationsecurity/EWGl3Ui3CshHpLLgbATjq_YBqYpw4eenx9ptjrUT1E8Q_A?e=Fq637N
https://team.effem.com/:b:/s/informationsecurity/EZJpyOyvR9xMk1_ET7ZBaZYBskb8Rc8-i-DjJ-_4cVLl6g?e=Hh5R59
https://team.effem.com/:b:/s/informationsecurity/EU_rs599cA1PgvvHe-aWaOYBD52XC8XgMYKmloJTVcxDAQ?e=DG9MIW
https://team.effem.com/:b:/s/informationsecurity/Ec4TaKSEBcVAisujxuRTrWEB4sCs0fCM0Mw_TuLridM7yQ?e=2OpTo0
https://team.effem.com/:b:/s/informationsecurity/EaNsUhM-khtOtmXSfsrUuYMBLf40fBNHCzS0Tp3foYTu-g?e=RNj0Kg
https://team.effem.com/:b:/s/informationsecurity/Edx693iV8sZBqPdn4O-hdJoBts8mG3JqyRGBkQ-G07BF7g?e=jGAbSX
https://team.effem.com/:b:/s/informationsecurity/EZMlsyNDTh5NrE8bKkezS0MBRddoofUxnegJUCua5_SP9w?e=33ofeF
https://team.effem.com/:b:/s/informationsecurity/EShdXwlgvKdEoKkZnByVuSMBzMaxjYCLBRZFTKPXGomzHw?e=oJL9lK
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Authenticating To Okta Using Okta Verify

Log into Okta

a Open a web browser on your PC/laptop and make sure you have
your mobile device (Personal or Corporate) ready to use.

If you do not have a mobile device available, please setup
Security questions by clicking here

In your PC/laptop browser, type
Mars-Group.Okta.com in the address bar.

*If you access a Mars application that requires you to
authenticate with OKTA, you will be prompted to log-in
(see image) and follow the steps below.

Q On your PC/laptop, type 5
your corporate email i r

address and click Next.

Sign In

| &

I e

O

Username

Ls'
.\

mike.seva@effem.com @

ey

Remember me

"
¥

Need help signing in?

r_"l'A‘_“ S — T

L i A i L m e -

Connecting to oktal

Sign-in with your Mars production account to access Mars to

° If working remotely you will be Kigiearorlc
> 4 i« NS T T
prompted to type your corporate
. . o /4
email and password and click Sign' - r {
In.

A\

Username

T

mike.seva@effem.com

Password

000000 0POCOOOOOOOOOOYS

V| Remember me

Need help signing in?

/

!
5



https://urldefense.proofpoint.com/v2/url?u=https-3A__mars-2Dgroup.okta.com_&d=DwMFAg&c=eIGjsITfXP_y-DLLX0uEHXJvU8nOHrUK8IrwNKOtkVU&r=VjnscVvf5DuL7q89ORmQFbfduNQJH7ffdupZDKgWtfY&m=d8muPchyfXBuKlmqpHTLvQUqwDz-3-c9_5ejIxXbLTo&s=oehjnUZ2K3sqRKLfun2yPaiN3uDu8GU84WrTQYT08Eg&e=

Choose the Setup option next to
the Okta Verify icon.

Set up multifactor authentication

Your company requires multifactor authentication
to add an additional layer of security when signing
in to your Okta account

0 Okta Verify

Use a push notification sent to the
mobile app.

Setup

0O \

On your PC/laptop, choose the

mobile device type you will install e
Okta Verify on

Setup Okta Verify

Select your device type

On the Setup Okta Verify screen on ’

your PC/Laptop, click the icon ‘
associated with your mobile device
(iPhone, Android, Windows phone)

Install Okta Verify

Q Download Okta Verify from the App Store
onto your mobile device.

Back to factor list

Click Next.

On your mobile device, open the App store.

Mars Corporate devices will have the app pushed down automatically,
or use the Intune Company Portal

On an iPhone open the App Store.

On an Android device open the Google Play Store



° Search for Okta Verify in AppStore or Play Market and install it

1:584 ol = .
2. okta verify & Cancel
Okta Verify
e Business OPEN
WK I
Okta Verify - | .
0 Okta Inc. ‘-
®© Everyone e

R

=200

@ Okta Verify on Android @ Okta Verify on iOS

Open the Okta Verify on your mobile device

@ When you launch Okta Verify, make sure that “Notifications” are
authorized for this app.

On an iPhone, you will be prompted to allow Notifications

On Android devices: Notifications-> Okta Verify-> enable notifications

OPEN

@ On the Welcome to Okta Verify screen, tap Add Account.

@ Your PC/Laptop screen will display a QR
code from Step 7. okta

Scan the QR code on the screen using ' e
your mobile device. .
*Associates must scan the QR code in i i i
Okta Verify. Once completed, they will T
see the below image of their account Launch Okta Verify

application on your mobile

a n d OT P. device and select Add an

account.

Okta Verify Can't scan?

Back to factor list

mars-group.okta.com

352430

mike.seva@effem.com

mars.okta.com

020100

mike.seva@effem.com

@ Click Finish.



Complete the Okta Log In

On your PC/laptop, you will be prompted to update your profile. Please

@ select two options to complete your enrollment. After you have
updated your profile, you will receive a call or text confirming you have
successfully enrolled in Okta.

If you have pre-enrolled you will not see any applications in Okta
until after the go-live date.

Please update your profile

e Add a phone number for resetting your password or unlocking your
account using SMS

€ Add Phone Number

@ Add a phone number for resetting your password or unlocking your
account using Voice Call

€ Add Phone Number

Remind me later

o

After first log-in following successful ' Q \
enrollment, the tool will prompt you to \ _,
d evice Okta Verify (Michael’s iPhone)

push a log-in confirmation to your mobile

Or enter code

Send push automatically

O "

Check Send Push Automatically and 0
Do Not Challenge Me On This

. Okta Verify (Michael’s iPhone)
Device.

Send Push

Or enter code

Sign Out




a Click Send Push.

all vodafone UK = 14:06 < i 78% .

MARS )

Did You Just Try to Sign In?

. | On your mobile device, click
o Approve when you receive a

I
) Just now

© P .
push notification.
If you don’t receive any
notification on your mobile
.. phone, open the Okta Verify

App and approve.

‘ p— ‘ | — ] Yes, It's Me No, It's Not Me |

| Thank you for helping us
keeping Mars
#SecureTogether

PLEASE NOTE: )

* After configuring multiple authentication &
factors, you can click the drop down (see image
on the right) to change authentication factor. @) e e (it Frone

& Security Key or Built-in Authenticator

* |fyou are pre-enrolling in Okta, the message below is expected. You will not
see applications in the Okta Dashboard until after go-live.

You don't have any apps.

Please contact bedrock@effem.com for assistance.

For more information contact Bedrock@effem.com



mailto:Bedrock@effem.com
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Authentication To Okta Using
Okta SMS Authentication

Multifactor authentication (MFA) provides an additional layer of security for
your applications by adding another factor to the sign on process.

This describes how to sign on to Okta using SMS as the second factor.

Log into Okta

Open a web browser and make sure you have your mobile device
(Personal or Corporate) ready to use as part of this process . If you do not
have a mobile device please proceed with verification questions.

6 In the Address bar, type Mars-Group.Okta.com.

[:JJ *If you access a Mars application that requires you to authenticate
with OKTA, you will be prompted to log-in (see image) and follow the
steps below.

Type your corporate email and click
Next. -

Sign In

Username 2

Ls’

mike.seva@effem.com oed]

Remember me L

_
-

’ Need help signing in?

r;_'mx_l'%.—- S o=

i il i L L B =

Connecting to oktal
Sign-in with your Mars production account to access Mars to
Marsgroup
- i« EESESR T e b
r

If working remotely you will be
prompted to type your corporate
email and password and click Sign
In.

-
-
(‘
r2

Username

mike.seva@effem.com

Password



https://mars-group.okta.com/

Set up multifactor authentication
Your company requires multifactor authentication

to add an additional layer of security when signing
in to your Okta account

On the Set up multifactor authentication

@ SMS Authentication

Enter a single-use code sent to your Screen’
mobile phone.
oo click Setup for SMS Authentication.
[
| S———

Voice Call Authentication

S

Use a phone to authenticate by following
voice instructions.

Also perform the set up steps for Voice Call
Authentication and Security Question.

o Security Question @
Use the answer to a security question to

authenticate.

Setup

Setup

&

Provide Your Phone Number

Receive a code via SMS to authenticate

On the SMS screen, select your ~ Fo=sssmommmmmmmnnnnnnnnnn -
country code from the drop-down | "
and type your phone number.

Code Verification
Click Send code.

Receive a code via SMS to authenticate

4159409572 Re-send code

° Receive a code via SMS to authenticate

Type the SMS code received on
your mobile device, into the
Receive a code via SMS to
authenticate screen on your
computer and click Verify.

4159409572 Re-send code




Click Finish.

Set up multifactor authentication

You can configure any additional optional factor or
click finish

Enrolled factors

€9  SMS Authentication -

Additional optional factors

Voice Call Authentication

Use a phone to authenticate by following
voice instructions.

S

Setup

Security Question

Use the answer to a security question to
authenticate.

Setup

Fe————




You will be prompted to update your profile.

Please select two options to complete your enrollment. After you
have updated your profile you have successfully enrolled in Okta.

If you have pre-enrolled (before the go-live date) you will not
see any applications in Okta until after the go-live date.

Please update your profile

Q Add a phone number for resetting your password or unlocking your
account using SMS

€ Add Phone Number

® Add a phone number for resetting your password or unlocking your
account using Voice Call

& Add Phone Number

Remind me later

PLEASE NOTE: N

* After configuring multiple authentication %
factors, you can click the drop down (see
image on the right) to change authentication @) Ova Ve (Michaes Phone)
fa cto r. @ Security Key or Builtin Authenticator

* |f you are pre-enrolling in Okta, the message below is expected. You will
not see applications in the Okta Dashboard until after go-live.

Please contact bedrock@effem.com for assistance.

Thank you for helping us keeping Mars
SecureTogether

For more information contact bedrock@effem.com



mailto:bedrock@effem.com
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Authenticating To Call Authentication As A Factor

Log into Okta

Open a web browser and make sure you have your mobile device
(Personal or Corporate) ready to use. If you do not have a mobile device
please proceed with verification questions.

In the Address bar, type Mars-Group.Okta.com.

[:JJ *If you access a Mars application that requires you to authenticate
with OKTA, you will be prompted to log-in (see image) and follow the
steps below.

.
a ‘

Type your corporate email and click
Next.

Sign In
[
» Username p
Vo
mike.seva@effem.com m

Remember me

— T

—_—
—

r_-'mx.

i
¥

Need help signing in?

L il i i L I "

Connecting to okta

Sign-in with your Mars production account to access Mars to
Marsgroup

» A i« NSNS TR T /
y
;/ |

If working remotely you will be
prompted to type your corporate
email and password and click Sign
In.

AN

Username

e P

mike.seva@effem.com

Password

P000000PCOOOOOOOOOODS

/| Remember me

-

Need help signing in?



https://mars-group.okta.com/

Set up multifactor authentication On the Set up multifactor

Your company requires multifactor authentication aUthentication Screen, CIiCk SEtUP Under
to add an additional layer of security when signing Voice CaII Authentication

In to your Okta account

@ SMS Authentication
Enter a single-use code sent to your

mobile phone.

Setup

Voice Call Authentication
Use a phone to authenticate by following

voice Instructions.

Setup

o Security Question
Use the answer to a security question to

authenticate.

Setup

okta

On the Setup Voice Call Authentication @
screen, select your country code from | ,
the drop-down and type your phone
number.

Follow phone call instructions to authenticate

United States v

Back to factor list

Click Call.

Follow phone call instructions to authenticate

United States v

Back to factor list




VERIFICATION OF THE PHONE NUMBER

e Answer the call for the number that you provided above.

e Enter the code provided.

@ okta

Click Verify. / @

Follow phone call instructions to authenticate

United States v

+1 | 415-345-5555

Redial

Back to factor list

@ Click Finish.

Set up multifactor authentication

You can configure any additional optional factor or
click finish

Enrolled factors

€D  sMs Authentication o

Additional optional factors

@ Voice Call Authentication

Use a phone to authenticate by following
voice instructions.

Setup

e Security Question

Use the answer {0 a security question 1o
authenticate.

Setup




You will be prompted to update your profile. Please select two options
@ to complete your enrollment. After you have updated your profile you
have successfully enrolled in Okta. If you have pre-enrolled you will not
see any applications in Okta until after the go-live date.

Please update your profile

G Add a phone number for resetting your password or unlocking your
account using SMS

© Add Phone Number

@ Add a phone number for resetting your password or unlocking your
account using Voice Call

© Add Phone Number

Remind me later

PLEASE NOTE: N

e After configuring multiple authentication &
factors, you can click the drop down (see
image on the rlght) to Change authentication @ Okta Verify (Michasl's iPhone)
fa cto r . @ Security Key or Built-in Authenticator

* |f you are pre-enrolling in Okta, the message below is expected. You will
not see applications in the Okta Dashboard until after go-live.

You don't have any apps.

Please contact bedrock@effem.com for assistance.

Thank you for helping us keeping Mars
#SecureTogether

For more information contact bedrock@effem.com



mailto:bedrock@effem.com
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Authenticating to Okta Using
A Security Question

Multifactor authentication (MFA) provides an additional layer of security for
your applications by adding another factor to the sign on process.

This describes how to sign on to Okta using a Security Question.

Open a web browser
In the Address bar, type Mars-Group.Okta.com.

[’1 *If you access a Mars application that requires you to authenticate with
OKTA, you will be prompted to log-in (see image) and follow the steps
below.

: X

Type your company
email address and click Next. "

Sign In

Username

'Ln" !
AN
&

mike.seva@effem.com m

Remember me

"
¥

Need help signing in?

r;-mx‘_fzg—- T
o
-
i

Connecting to okta
Sign-in with your Mars production account to access Mars to

e If working remotely you will be e
NSRS T . L
prompted to type your corporate } : -
. . o /4
email and password and click Sign -
In.

.
-
(‘
r=

Username

mike.seva@effem.com

Password



https://mars-group.okta.com/

Set up multifactor authentication

[ ) [} [ )
Your company requires mulifactor auihentication On the Set up multifactor authentication screen,
to add an additional layer of security when signing .
in to your Okta account Cl |C k SEt u p.

@ SMS Authentication
Enter a single-use code sent to your
mobile phone.

Setup

Voice Call Authentication
Use a phone to authenticate by following
voice Instructions.

Setup

o Security Question
Use the answer to a security question to

authenticate.
[

I Setup I

e On the Setup secret question
authentication screen, complete
the fO”OW|ng StepS Setup secret question authentication

a.Select a question.
b.Type an answetr.
c. Click Save. - = = —

h_______d

Click Finish.

Set up multifactor authentication

You can configure any additional optional factor or
click finish

Enrolled factors

° Security Question &

Additional optional factors

@ SMS Authentication

Enter a single-use code sent to your
mobile phone.

Setup

Voice Call Authentication

Use a phone to authenticate by following
voice instructions.

Setup

: !
| Finish




You will be prompted to update your profile. Please select two options

to complete your enrollment. After you have updated your profile you
have successfully enrolled in Okta.

If you have pre-enrolled you will not see any applications in Okta until
the go-live date.

Please update your profile
0 Add a phone number for resetting your password or unlocking your
account using SMS
© AddP Numbe
@ Add a phone numbel for resetting your password or unlocking your
© Add Phone Number
PLEASE NOTE: N
* After configuring multiple authentication £
factors, you can click the drop down (see image
on the right) to change authentication factor. © oka Very (sl Phore)
& Security Key or Built-in Authenticator

* |f you are pre-enrolling in Okta, the message below is expected. You will not
see applications in the Okta Dashboard until after go-live.

You don't have any apps.

Please contact bedrock@effem.com for assistance.

Thank you for helping us keeping Mars
#SecureTogether

For more information contact bedrock@effem.com



mailto:bedrock@effem.com
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Configuring Yubikey As An Mfa Factor

Log into Okta

Navigate to Mars-group.okta.com and
enter your corporate e-mail address

Click Next
(1 You will automatically be S;
ign In
redirected to setup MFA when
accessing. i
mike.seva@effem.com S

If you are accessing from outside a
Mars site you will have to enter your ] Remexnbiorme
email and password

Need help signing in?

Connecting to okta

If WOrking I‘emOteW VOU W|” be Sign-in with your Mars production account to access Mars to
prompted to type your corporate Ylarsgrotp
. . - i« NS Y e
email and password and click v
Sign In. o r

“A\D

Sign In

Username

mike.seva@effem.com

k
|
i

Password

/| Remember me

Need help signing in?

T A EEE ST ST USENL O . & ST


https://mars-group.okta.com/

Click Setup under Security Key or
built-in biometric authenticator
(Touch ID/Face ID etc)

After clicking setup, click enroll
on the next screen.

Use your security key with mars.okta.com

Set up security key or built-in authenticator

Your browser or device will prompt you to register
a security key or built-in authenticator. Follow the
instructions o complete enrollment.

{.._

Set up multifactor authentication

You can configure any additional optional factor or
click finish

Enrolled factors

& oxtaverity S

Additional optional factors

@ Security Key or Built-in Authenticator
Use a security key (USB or bluetooth) or
a built-in device authenticator (Windows

Hello, macOS TouchlD. etc.)

Set up security key or built-in authenticator

Your browser or device will prompt you to register
a security key or buili-in authenticator. Follow the
instructions to complete enroliment.

Enroll

Back to factor list

Back to factor list

You will receive this prompt (see
image). Please insert your
Yubikey and touch the metal
part while receiving this prompt.




If done correctly you receive this
message (see image),
Click allow to finish your set-up.

Allow this site to see your security key?

a.com wants to see the make and model of your

’
L"'* Set up security key or built-in authenticator y
i
b ti [
Your browser or device will prompt you to register t i
- . . L1
a secunty key or buili-in authenticator. Follow the

instructions to complete enrollment.

)

Back to factor list

Rl

T ' )

G After configuring multiple authentication factors, click the drop down

(see image) to change authentication factor.

Select an authentication factor
0 Okta Venty (Michael s iPhone)

€ Security Key or Built-in Authenticator

)

PLEASE NOTE:

* |f you are pre-enrolling in Okta, the message below is expected. You will
not see applications in the Okta Dashboard until after go-live.

Thank you for helping us keeping Mars
#SecureTogether

For more information contact bedrock@effem.com
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